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IDENTITY THEFT
HOW TO PROTECT YOURSELF

WHAT IS IDENTITY THEFT?

Identity theft is the act of stealing one’s
personal information with the intent to use
it tocommit fraud or other crimes. The
Federal Trade Commission (FTC) estimates
that ninemillion American adultsare
victims of some form of identity theft that
is costing consumers and businesses
approximately $52 billion in annual
damages and recovery costs.

HOW DO IDENTITIES GET STOLEN?

*  Dumpster Diving: Rummaging through trash to find your personal information.

e Skimming: Stealing debit/credit card numbers and personal information by using
special storage devices when processing your debit/credit and ID cards.

e Phishing: Pretending to be financial institutions or companies and sending spam
or pop-up messages to get you to reveal your personal information.

* AddressChange: Diverting your billing statements to another location by
completing a change of address form.

e Pretext: Usingfalse pretensesto obtain your personal information from financial
institutions or other organizations.

e Old Fashioned Sealing: Stealing wallets, purses, personal mail, personnel
records, or bribing employees who have access to personnel records.
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AVOID IDENTITY THEFT: AWARENESS IS KEY

WHAT DO THIEVES DO WITH STOLEN IDENTITIES?

* Open new credit card, phone or wireless, and bank
accounts. Set up utility services, and rent houses or
apartments.

* Change your billing address, run excessive charges on

your accounts, pay the minimum amounts due, and drain

your accounts.

* Receive ATM or debit cards to make electronic
withdrawals.

* Get loans, driver’slicenses, and jobs. Receive
government benefits and medical services. File
fraudulent tax returns. Give your personal information
to police during an arrest.

e Havedual identitiesto hide their real ones.

WHAT ARE THE SIGNS OF IDENTITY THEFT?

 Evidence of bank or credit card accounts being opened
in your name without your knowledge, or of charges
deducted from your accountsthat you did not initiate.

* Evidence of inaccurate information on your credit

reports, e.g., wrong personal information, social security

number, address, name, initials, or employers.

 Not receiving your credit card bills, bank statements, or
other personal mail, or receiving credit cards that you
did not apply for.

» Receiving calls or letters from collection agencies or
businesses asking you to pay the cost of goods or
servicesthat you did not buy.

» Banksor credit agencies denying you credit or offering
you less favorable terms for no apparent reason.

DETER IDENTITY THEFT - PROTECT YOUR INFORMATION

Awareness is an effective weapon against identity theft.
The Office of Internal Audit of Austin Community College
District encouragesyou to:

* Monitor the activity on your accounts and bank state-
ments on aregular basis.

Check your credit report (at least once per year).
Shred any financial documents and paperwork contain-
ing your personal information before you discard them.
Do not carry your social security card in your wallet;
keep it locked in a safe place; do not write your SSN
on checks or similar documents.

Do not carry multiple credit cards in your wallet.

Do nat give out personal information on the phone,
through the mail, or over theinternet unlessyou have
initiated the contact, and you know who you are dealing
with.

Know that federal and state agencies, credit card
companies, banks, and financial organizations, only use
regular mail to contact you (e.g., USPS, UPS, FedEXx,
DHL, etc).

Never click on links sent in unsolicited emails or open
any emailsyou receive from unknown sources. |nstead,
usefirewalls, anti-spyware, and anti-virus softwareto
protect your persona computer; keep these tools up-to-date
atdl times.

Do not use an obvious password like your birth date,
your mother’s maiden name, your pet’s name, or the
last 4 digits of your social security number. Use a
strong password combination that includes numbers
combined with both upper and lower case characters.
Keep your personal information in a secure place at
home, especially if you have roommates, employ out-
side help, have work done in your home, or have social
gatherings.

WHAT SHOULD YOU DO IF YOUR IDENTITY IS STOLEN?

Inform the three major credit bureaus so they can
monitor your accounts and put a fraud alert on your
accounts.

Notify your creditors.

Dispute any unauthorized transactions on your
accounts.

Monitor your financia records, statements of accounts,
and credit reports for several months after you discover
the crime.

* Fileapolicereport; alsofileacomplaint with the

Federal Trade Commission (FTC). These reports entitle
youtolega benefits and advantages e.g., permanently
blocking fraudulent activitiesfrom appearing on your
credit report; placing an extended fraud alert on your
credit report; and preventing the collection of debts that
you are not responsiblefor.

Seek immediate legal advice.



ADVICE FOR SUPERVISORS

WHAT SUPERVISORS SHOULD KNOW AND DO TO
PROTECT PERSONAL INFORMATION

The Office of Internal Audit of Austin Community College
District encourages supervisors who collect and store
personal information on behalf of the collegeto consider
devel oping and implementing “ personal information secu-
rity” and “ computer security” procedures that include
technical, administrative, and physical safeguardsto protect
theintegrity and the confidentiality of the personal informa-
tion they collect, and to protect such information against
anticipated threats, unauthorized access, and unauthorized
use that may result in substantial harm or inconvenience to
others. These safeguards include:

* ldentification of reasonably foreseeable risks. Consider
inviting the Office of Internal Audit of Austin Commu-
nity College District to help you assess your risks.

* Periodic reviews of your procedures and updating
them as necessary.

* Implementation of reasonabl e restrictions on electronic
or paper personal information, e.g., authentication
protocols, passwords, access blockage after multiple
unsuccessful attempts, uniqueidentifications and pass-
words to external entities, encryption of records
stored on laptops or other portable devices, encryption
of records transmitted on wireless or unsecure net-
works, firewall, malware protection, and up-to-date
virusdefinitions.

* Prevention of unauthorized access and use of informa-
tion, e.g., terminated empl oyees or unauthorized users.

WHAT IS A SECURITY BREACH?

A security breach isthe unauthorized acquisition or use
of electronic datathat is capable of compromising the
security, confidentiality, or integrity of personal
information that may result in substantial harm or
inconvenienceto others, including identity theft.

A good faith but unauthorized acquisition of personal
information by an employee, a student, or an external
entity, for the lawful purposes of such person or entity,
is not a security breach unless the personal information
isused in an unauthorized way or subject to further
unauthorized disclosure.

SUPERVISORS - WHAT SHOULD YOU DO IN THE
EVENT OF A SECURITY BREACH?

* Notify thelnformation Technol ogy Department.

* Notify theemployees, students, businessesand
entitiesthat may be affected by the breach.

» Removesengtiveand confidentid information
fromyour website.

 Explainwhat response may be appropriatefor the
typeof information taken.




AVOID IDENTITY THEFT: PROTECT YOURSELF

Use these credit bureaus to put a fraud alert on your account or request a current credit report.

CREDIT BUREAUS

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111
www.equifax.com

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742
WWW.experian.com

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213
www.transunion.com

Get a free copy of your Credit Report (recommended by the FTC).

www.annualcreditreport.com

NEWSLETTER SOURCES

The Federal Trade Commission
http://www.ftc.gov/bcp/edu/microsites/idtheft/

Office of Consumer Affairs & Business Regulation - Massachusetts
http://www.mass.gov/?pagelD=ocatopic&|=3&L0=Home&L1=Business&L2=Identity+Theft&sid=Eoca

To download a copy of this brochure, please visit: http://www.austincc.edu/audit
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