Fundamentals of Information Security

 Syllabus  
ITSY 1300  08104 Lec 002|18435
RGC  RGC1 004   TTh   5:20- 7pm
Instructor: Chris Bunton 223-1790 x25113
   Office  Portable Hrs: Mon  (7-8);  




cbunton@austincc.edu
Textbook: Principles of Computer Security: Security+ and Beyond

     Wm Arthur Conking, Gregory B. White, et al

     McGraw Hill, 2005) ISBN:0-07-225509-9

Course Description
The course provides instruction in security for network hardware, software, and data including physical security, backup procedures, and protection from viruses. And, the course covers applying these concepts to the theme of “Protecting Yourself in the Digital Age.”

Students will learn basic information security goals of availability, integrity, accuracy, and confidentiality. Vocabulary and terminology specific to the field of information security are discussed. Identification of exposures and vulnerabilities and appropriate countermeasures are addressed. The importance of appropriate planning and administrative controls is also discussed. Additional topics include: instruction in security for network hardware, software, and data including physical security, backup procedures, firewalls, encryption, and protection from viruses. Specific topics covered include: 

· Understand how information security can counteract attempts to attack and individual’s “infosphere,” the person’s sensitive information.

· Understand how people are the weakest components in any security system. 

· Learn the fundamentals of cryptography and how cryptography serves as the central language of information security.
· Develop and Implement Physical Security
· Ensure Infrastructure and Network Security
· Gather data and analyze security requirements

· Identify, analyze, and evaluate infrastructure and network vulnerabilities

· Develop critical situation contingency plans and disaster recovery plan

· Implement/test contingency and backup plans and coordinate with stakeholders

· Monitor, report, and resolve security problems

· Designing Perimeter Security for a Network

· Understand Security Baselines
· Testing networks and computers for vulnerabilities

· Understand the Roles of Computer Forensics and the Law in Information Security
E-mail
All students are requested to obtain an ACC e-mail account. If you have any questions about the course or need assistance, please contact me in person or by telephone during office hours; or by e-mail at any time. 
Blackboard 

Use of Blackboard will be implemented and use in conjunction with classroom lectures.
http://acconline.austincc.edu/
Grading and Evaluation Criteria

40% of the grade is based on the mid-term and final exams.  Both exams are cumulative.  An in-class review will be held prior to each exam.

30% Class work, Lab Projects and homework  

30% of the grade is based on quizzes.  3 quizzes (lowest one dropped)

Assignments are due on the scheduled due date and are subject to 20%-50% penalty if late.  Work will not be accepted two class periods after it is due.  No late work will be accepted after November 30th, 2009.

Incomplete
A student may receive a temporary grade of "I" (Incomplete) at the end of the semester only if ALL of the following conditions are satisfied:

The student is unable to complete the course during the semester due to circumstances beyond their control.

The student must have earned at least half of the grade points needed for a "C" by the end of the semester.

The request for the grade must be made in person at the instructor's office and necessary documents completed.

To remove an "I", the student must complete the course by two weeks before the end of the following semester. Failure to do so will result in the grade automatically reverting to an "F".

Attendance and Withdrawal:  It is STRONGLY encouraged that students attend ALL classes.  It is the responsibility of the student to withdraw from this course.
ALERT: 
New state law for new students. No more than six course withdrawals throughout your undergraduate education, regardless of how many colleges you attend. Students who entered college before fall 2007 are not affected. (Ask a counselor for details.)

Academic Dishonesty
Academic Dishonesty will not be tolerated.  Students who are caught will be disciplined to the full extent of college procedures.

Freedom of Expression

It is expected that faculty and students will respect the views of others when expressed in classroom discussions.

Student With Disabilities

Each ACC campus offers support services for students with documented physical or psychological disabilities. Students with disabilities must request reasonable accommodations through the Office for Students with Disabilities on the campus where they expect to take the majority of their classes. Students are encouraged to do this three weeks before the start of the semester. (Please refer to the current ACC Student Handbook.)
Course Outline* Due Dates and Exam Dates (Tentative)
	Date
	Chapter Readings
	Chapter Exercises
	Labs
	Exams

	8/24 & 8/26


	Read Chapter 1
Read Chapter 2 Due by next class
	Ch 1 & Ch2 Due 8/31
	Ch1 1.2 p18
Ch2 2.1 p42
	 

	8/31/ & 9/2


	Read Chapter 3 
Read Chapter 8

Due by next class
	Ch 3 & 8 Due

9/7
	Ch3 3.2 p62
	 

	9/7 & 9/9


	Read Chapter 19 Read Chapter 20 
	Chapter  19 & 20
Due 9/14
	 Ch 20 20.2 p531
	 

	9/14 & 9/16


	Read Chapters 4


	Chapter 4 

Due on 9/21
	 Ch4 4.2 p75
	 

	9/21 & 9/23
	Read Chapters 5  

 
	Chapter 5
Due 9/28
	 Ch 5 5.1 (1-4) p106
	Quiz 1

	9/28 & 9/30


	Read Chapter 6 Read Chapter 7 


	Chapter 6 & 7
Due 10/5


	 Ch 7 7.1 p180
	 

	10/5 & 10/7


	Read chapter 9
Read Chapter 10

 
	Chapter 9 & 10
Due 10/12

 
	Ch9 9.2 p214
	

	10/12/ & 10/14


	Read Chapter 11    
	Chapter 11

Due 10/19
	Ch 11 11.1& 11.2
P285
	Midterm Exam



	10/19 & 10/21
	Read Chapter 12
	Chapter 12
Due 10/26
	Ch 12 12.1 p306
	

	10/26 & 10/28


	Read Chapter  13

Read Chapter 14
	Chapter 13 & 14
Due 11/2
	Ch13 13.2 p336
	

	11/2 & 11/4


	Read Chapter  15 Read Chapter 16
Read Chapter 17
	Chapter 15,16, 17
(Odd only) 

Due 11/9
	 Ch15 15.1& 15.2 p422
Ch16 16.1&16.2

P437
	

	11/9 & 11/11


	`Read Chapter 18
Read Chapter 21

Review for Quiz II
	Chapter 18
 Due 11/16

 
	C18 18.1 p482
Ch21 21.2 p548
	Quiz II

	11/16 &11/18


	Read Chapter 22
 
	Chapter 22
Due 11/23
	 Ch23  Essay 1 &2
Page 566
	 

	11/23 & 11/25


	Read Chapter 23  
	Chapter 15

Review for Final

4/29
	 Ch23 23.3 p585
Reference appendix A
	Quiz  III 

	11/30 & 12/2


	Read Chapter 24 *No  late work accepted 11/30
	5/6
	Ch24 24.2 p603
	

	12/7 & 12/9
	Study for Cumulative Final
	
	
	Final Exam 




PAGE  
4

