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	AS SOCIETY changes, so do the crimes that people commit. And as the internet takes on an ever more important role, computer crime is emerging as the misdemeanor of choice. But just who are the victims, and how much is it costing them? 

Remarkably, perhaps, we don't know. But that is about to change as researchers start to investigate the real effects of computer crime. And they have come up with some surprises. While it is well known that attacking websites and networks can prove costly for those that own them, it also hits companies such as Microsoft and Cisco that released the vulnerable software exploited by the hackers. That could provide a much-needed incentive for software vendors to produce more secure code. These attacks are also not necessarily as costly as their victims may claim, a finding which should help businesses decide how much to invest in security technologies. 

Much computer crime exploits flaws or "vulnerabilities" in software that allow an attacker or a virus to gain entry to a computer, access confidential information, run malicious programs or crash the system. Last week, the UK National Infrastructure Security Coordination Centre, which protects the country's critical infrastructure from electronic threats, warned that nearly 300 government departments or essential businesses had been attacked in the past few months. 

But even the possibility of an attack damages software companies whose products are found to be vulnerable. A survey by Sunil Wattal and Rahul Telang of Carnegie Mellon University in Pittsburgh, Pennsylvania, analysed the economic impact on 18 software suppliers, including Microsoft, Cisco, IBM and Red Hat. Announcing a vulnerability in one of these companies' products caused, on average, a 0.6 per cent fall in its stock price, or an $860 million fall in the company's value. "Vendors do not get off scot-free. The market reacts to vulnerabilities," says Wattal, who presented the findings to the Workshop on the Economics of Information Security (WEIS) in Cambridge, Massachusetts, earlier this month. 

There is also dispute over how to deal with a vulnerability once it has been found: should it be kept secret, or publicly disclosed so that people with the faulty software can fix it? At the moment, vendors normally disclose a flaw as soon as they have developed a patch that corrects it. While this protects customers who keep their software up to date, it also shows malicious hackers how to attack less security-conscious users. 

Some benign software hackers deliberately search for vulnerabilities, seeking both kudos and more secure operating systems and products. They are encouraged to privately disclose the flaws they find to the CERT Coordination Center, which is funded by the Department of Defense and operated by Carnegie Mellon University. CERT then informs the vendor of the vulnerability, giving them 45 days in which to develop a patch. After that time, CERT makes the information public. The idea is that the 45 days gives the vendor long enough to develop a solution, and an incentive to do so quickly. 

But this may not be the best way to deal with vulnerabilities, according to Eric Rescorla, founder of the security firm Network Resonance in Palo Alto, California. Last year he said that disclosing vulnerabilities will lead to more harm than keeping them under wraps and not issuing a patch. He claimed there is little chance a malicious hacker will independently discover a vulnerability that one of the "good guys" has discovered. Disclosing vulnerabilities does nothing to strengthen software security, it just exposes its weaknesses, he said. 

Now Andy Ozment, who researches vulnerability disclosure at the University of Cambridge, has refuted both these claims. He presented data to WEIS showing there is an 8 per cent chance that one or more people will independently discover the same vulnerability before it is patched. Ozment analysed the source code of OpenBSD, an open-source operating system that runs many web servers. Updates to OpenBSD are recorded, and by looking for the exact date on which the software was patched, Ozment has been able to create his own database of vulnerabilities. This database, he says, shows that the number of vulnerabilities decreases as a result of disclosure, which encourages people to patch their computer systems. Ozment says his assessment is more accurate than Rescorla's, which relies on a vulnerabilities mailing list called ICAT for the dates of disclosures and patches from vendors. The list does not include all vulnerabilities, and the dates are not necessarily reliable, Ozment claims. "No one is motivated to keep the list accurate as it's not intended for research." 

Long-term consequences 

He now plans to create a model that vendors such as Microsoft could use to evaluate the costs and benefits of disclosing vulnerabilities. A key parameter will be the average time it takes for two people to independently find a software flaw. "The likelihood of rediscovery is a really important factor," he says. If it happens quickly, vendors should release patches straight away. If it takes weeks or months, then it will be better for software firms to bundle many vulnerabilities into one big patch. These are harder for attackers to exploit, and easier for system administrators to install than a succession of patches. 

Software vulnerabilities are not the only facet of computer security whose cost businesses would like to quantify. Another is denial of service (DOS) attacks, in which hackers try to shut down a website by programming thousands of computers to simultaneously request information from it. They are being used by malicious e-commerce sites to shut down rivals, and by extortionists as a blackmail tool. 

Until recently, assessments of the potential costs of a DoS attack have only evaluated financial losses during the attack itself, such as business lost, or overheads that still have to be paid while the cash stops coming in. "The common wisdom with DoS attacks is they were not that much worse than a power outage," says Ozment. 

But Avi Goldfarb at the University of Toronto in Canada wondered whether the effect of a DoS attack might be worse than that. For his analysis, Goldfarb used data from a project that monitored 2700 volunteers with dial-up connections for three months at the beginning of 2000. During that period, a hacker called Mafiaboy orchestrated a three-hour DoS attack against Yahoo. Two weeks later, many users who had been forced to switch sites during the DoS attack were still visiting Yahoo's rivals MSN, AltaVista and Excite, and seemed to have a preference for one of the alternatives (see Chart). Three months after the attack, Yahoo users were still more likely to be visiting rival sites, but by then they had no preference for a single rival, Goldfarb told the WEIS conference. They were simply punishing Yahoo for what they perceived to be bad service during the DoS attack, he says. Overall, Yahoo lost 6 million unique visitors and $250,000 in revenue. 

"It's not going to break their bank, but it's big enough that it's worth trying to prevent this," Goldfarb says. Yet, even combined with the $88,854 that Goldfarb estimates were the immediate losses caused by the attack, this is nothing like the millions of dollars Yahoo claimed the attack cost. 

"Because people can't access the website once, it means they are less likely to come back," Goldfarb says. His paper investigates why people don't come back, he says, and offers companies a way to target their marketing strategies so that people return. 


Questions for Review: Computer Crime

A. Vocabulary Matching Part 1
Write the letter of the corresponding definition in the blank next to each word.

___ 1.  misdemeanor (n)
a. seller
___ 2. 
vulnerable (adj)
b. a person who uses computers illegally
___ 3.
exploit (v)

c. a less serious crime (than a felony)
___ 4.
hacker (n)

d. take advantage of, use for one’s own good
___ 5.
incentive (n)

e. argument
___ 6.  vendor (n)

f. harmless
___ 7. dispute (n)

g. capable of being harmed
___ 8. benign (adj)

h. something that causes action

B. Vocabulary Matching Part 2

Write the letter of the corresponding definition in the blank next to each word.

___ 1. malicious (adj)

a. defect, imperfection
___ 2. kudos (n)

b. factor, element
___ 3. patch (n)

c. a person who illegally takes things by force or power
___ 4. parameter (n)

d. a correction to a computer program
___ 5. flaw (n)


e. related to taking money or things by threat (ex. exposure)
___ 6. rival (n)


f. honor, recognition
___ 7. extortionist (n)

g. competition
___ 8. blackmail (adj)

h. intended to cause harm
C. Discussion

Use a complete sentence to answer each of the following questions from the reading.
1. What is the new type of crime that this article addresses? (paragraph 1)
2. How do hackers commonly commit computer crimes? (paragraph 3)

3. How do computer crimes affect the stocks of software manufacturers? (paragraph 4)

4. What is meant by “Vendors do not get off scot-free” in paragraph 4?

5. At this time, when do software vendors generally notify the public of flaws in their software applications? (paragraph 5)

6. Why do some “benign software hackers” look for flaws in software applications and what is the effect of this? (paragraph 6)

7. If a company find several flaws that they do not expect hackers to exploit, what is an option for them in terms of notifying and helping their users? (paragraph 9)

8. What is a Denial of Services (DOS) attack? (paragraph 10)

9. What are two examples of those who commit DOS attacks?  (paragraph 10)

10. In the example of a DOS attack against Yahoo, what was Yahoo’s total loss? (paragraph 12)
D. Further Thought: Choose one of the following questions and answer it in a short essay (100 words)
Should all cybercriminals be punished for their crimes? What would you consider to be a cybercrime and how should criminals be handled by the law? 

Should the government be involved in regulating people’s use of the Internet? To what extent should the government be involved?
