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Section 1 – Covered Entity

Name of Covered Entity (Clinical Facility/Department/Unit):______________________________________________________
Address: __________________________________  City: _____________________  State: ______   Zip: _______________

Contact Name: __________________________________  Contact Phone: ________________________________________
Contact E-mail: __________________________________

 Section 2 – Business Associate

Name of Business Associate Program: _____________________________________________________________________

Address: __________________________________  City: _____________________  State: ______   Zip: _______________

Business Associate Contact Name: ______________________  Business Associate Contact Phone: _____________________

Contact E-mail: __________________________________

Section 3 – Event

Date(s) of Event  (MM/DD/YYYY): __________________  Date(s) of Discovery (MM/DD/YYYY): ____________________

Name of Individual/s Affected by the Event: _____________________________________________________

Address: __________________________________  City: _____________________  State: ______   Zip: _______________

Type of Event: Please select the type of event. If selecting the “Other” category, please describe the event in more detail.
( Removal of PHI from clinical setting

( Loss of PHI

( Unauthorized Access

( Disclosure of PHI to unauthorized individual

( Other: ______________________________

Location of Information: Please select the location of the information at the time of the event. If selecting the “Other” category, please describe the location of the information in more detail.

( Laptop

( Desktop Computer

( Network Server

( E-mail

( Other Portable Electronic Device

( Electronic Medical Record

( Paper

( Other: ______________________________________

Type of Protected Health Information Involved in the Event: Please select the type of protected health information involved in the event. If selecting an “Other” category, please describe the information in detail in the description section below.

( Demographic Information

( Financial Information

( Clinical Information

( Other: ______________________________________

Brief Description of the Event: Please include the location of the breach, a description of how the breach occurred, and any additional information regarding the type of breach, type of media, and type of protected health information involved in the breach.

___________________________________________________________________________________________________

___________________________________________________________________________________________________

Safeguards in Place Prior to Event: Please indicate what protective measures were in place prior to the event.

___________________________________________________________________________________________________

___________________________________________________________________________________________________

Section 4 – Notice and Actions Taken
Date(s) Individual Notice Provided (MM/DD/YYYY): ___________________________

Actions Taken in Response to Event: Please select the actions taken to respond to the event. If selecting the “Other” category, please describe the information in the description section below.

( Security and/or Privacy Safeguards

( Mitigation

( Sanctions

( Policies and Procedures

( Other: ______________________________

Describe Other Actions Taken: Please describe in detail any actions taken following the breach in addition to those selected above.

_______________________________________________________________________________________________________
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