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The Health Insurance Portability Accountability Acts (HIPAA) was originally enacted as part of the Social Act in August 1996. HIPAA’s purpose is broad-spectrum to guarantee security and privacy of protected health information (PHI), improve portability and continuity of health insurance coverage, eliminate abuse and waste in health insurance/health care delivery and to simplify the administration of health insurance.

The HIPAA Privacy Rule creates a floor of national protections for the privacy of an individual's most sensitive information — health information. These health privacy protections are intended to provide consumers with similar assurances that their health information, including genetic information, will be properly protected. Under the Privacy Rule, health plans, health care clearinghouses, and certain health care providers must guard against misuse of individuals' identifiable health information and limit the sharing of such information. Consumers are afforded significant new rights to enable them to understand and control how their health information is used and disclosed.

The following is a checklist that was created by ACC to assess the department’s HIPAA Privacy readiness. After completing this checklist, the department will be able to determine if any type of assistance is needed in order for the department to become compliant with HIPAA Privacy Regulations.

All areas that fall under the HIPAA regulations are to be audited by the following checklist. The auditor is to indicate either Compliant or Not Compliant and add comments as needed.

	Type of Department or Program
	HIPAA Covered Entity or Hybrid

Definitions:

Covered Entity is any health care provider, insurance plan or health care clearing house that provides services, bills and receives payment or transmits health data electronically.

Hybrid provider is an entity that is both a covered entity and a business associate. 
	HIPAA Business Associate Status

Definition:

Business Associate is an entity to which a covered entity discloses protected health information. 



	Health Sciences: Specify department


	     
	     

	Human Services
	     
	     

	Human Resources
	     
	     

	Health Professions Institute:

Specify department


	     
	     

	EHS and Insurance
	
	


Person/s completing audit: ____________________________________
Date of Audit: ________________________

	FORM A

Covered Entity/Hybrid Provider



	Does the department have clients/patients sign a consent, authorization, or both?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Has the department made a distinction between consent and authorization agreements?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department have the appropriate language in the consent and authorization documents for use and disclosure of protected health information (PHI)?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department have a process to obtain the clients/patients’ acknowledgment of receiving the Notice of Privacy Practices?

Yes  FORMCHECKBOX 

No  FORMCHECKBOX 

NA  FORMCHECKBOX 
 



	Does the department authorization document contain all the following required elements for disclosure of (PHI)?

1.
description of the information to be used or disclosed; 

2.
identification of the persons or class of persons authorized to make the use or disclosure of the protected health information; 

3.
identification of the persons or class of persons to whom the covered entity is authorized to make the use or disclosure; 

4.
description of each purpose of the use or disclosure; 

5.
an expiration date or event;

6.
individual's signature and date; and 

7.
if signed by a personal representative, a description of his or her authority to act for the individual.

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If no, list the missing elements:      ________________________________________________________________



	Does the department have a complete understanding of what is considered “minimum necessary” for various disclosures of PHI?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Has the department developed and implemented policies and/or procedures that reasonably minimize the amount of protected health information used, disclosed, and requested? 

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Can the department identify the situations where a Business Associate Contract must be in place?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department have a complete understanding of the consequences of a material breech or violation of a Business Associate Contract?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If termination of the business associate contract or arrangement is not feasible, does the department know the next departmental step and is that action documented in the department’s policies and procedures?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is the department’s Notice of Privacy Practices displayed in a location visible to clients, patients and staff?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Has the department developed procedures to record the information needed to produce an accounting of uses and disclosures when one is requested by a client/patient?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Are clients/patients notified of uses and disclosures that may be made without their consent or authorization?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department have a departmental process for assuring that the Notice of Privacy Practices is provided to every client/patient seen in your department?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department know the specific criteria for de-identified protected health information (PHI)?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Has the department implemented methods to remove all of the following direct identifiers?

Name, street address, phone/fax numbers, URLs, social security number, certificate, license or unique serial numbers, full face photos or images, birth date, admission and discharge dates, zip code, geographic divisions smaller than state, age, gender and ethnicity. 

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department fully understand their rights and those of clients/patients who may request restrictions on the use and disclosure of their PHI?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

 

	Does the department have a mechanism in place to accommodate those individuals that may request to receive communications of PHI by alternative means or at an alternative address other than their address of record?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department currently have a process to document any intentional or unintentional disclosures of PHI?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Are client/patient records managed in a way that allows for client/patient inspection and/or release of records?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is the department aware of their obligations and rights should a client/patient request amendments be made to their record?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If yes, does the department have a mechanism in place for meeting this request?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is there an employee in the department designated to carry out the requirements of the HIPAA privacy standards?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If yes, specify:      _____________________________________________________________________________
Is there an employee in the department designated as the contact person for complaints and providing privacy practice information?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If yes, specify:      _____________________________________________________________________________


	Does the department currently hold training sessions for employees, staff and students to facilitate HIPAA compliance?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department maintain records of those in attendance at training?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department have policies in place to secure and restrict access to stored client/patient records?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department have control mechanisms in place to restrict access to electronic client/patient records?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Is the department aware of the importance of consistent client/patient confidentiality practices when handling files, answering the phone, faxing, etc.?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Does the department have a security policy to protect electronic client/patient information?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department currently have a course of action for client/patient complaints?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department have a policy in place designed to handle a breech in client/patient confidentiality?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Is the department aware of the ramifications of violating an individual’s rights under the HIPAA regulations?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is the department encouraged to identify areas of potential non-compliance with the HIPAA regulations?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is there an employee in the department designated to develop and implement policies and procedures to carry out the requirements of the HIPAA privacy standards?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If yes, specify: ​​__________________________________________________________________________________



	Is there an employee in the department designated to maintain and update policies and procedures, and to carry out the requirements of the HIPAA privacy standards?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

If yes, specify: __________________________________________________________________________________



	Is the department’s right to change privacy practices and the notification required to do so?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Has the department’s policies and procedures managed in a way that would allow access for the last six years?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Are all HIPAA documents, policies and procedures dated?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is the department familiar with Texas State Law regarding confidentiality of client/patient records?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Has the department included in their Notice of Privacy Practices the right for individuals to file a complaint with the Secretary of Health and Human Services (HHS)?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Has the department included in their Notice of Privacy Practices the following process by which individuals may file a complaint with the Secretary of HHS?

A complaint must be filed within 180 days of when the complainant knew or should have known that the act or omission complained of occurred, unless the time limit is waived by the Secretary for good cause shown.

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Does the department have a process in place to respond to requests for information and documentation from the Secretary of HHS?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________



	Is the department trained on their responsibility to cooperate with the Secretary regarding all investigations or compliance reviews?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________

Is the department aware that they must permit access to information and documentation by the Secretary at any time and without notice?

Compliant  FORMCHECKBOX 

Not Compliant  FORMCHECKBOX 



Comment: _____________________________________________________________________________________

______________________________________________________________________________________________




After answering this HIPAA Assessment Checklist, The auditor’s would consider this department to be:

 FORMCHECKBOX 

Mostly compliant with the HIPAA Privacy Regulation requirements; and do not need any assistance in becoming compliant at this time.

 FORMCHECKBOX 

Mostly compliant with the HIPAA Privacy Regulation requirements; however, the department would need some assistance in HIPAA and other technical matters.

 FORMCHECKBOX 

Somewhat compliant with the HIPAA Privacy Regulation requirements and need assistance implement a strategy for complete privacy compliance.

 FORMCHECKBOX 

Not at all compliant with the HIPAA Privacy Regulation requirements and need assistance in implementing strategy for privacy compliance.
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