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... a training module for all students and
employees involved in the use, management
and handling of personal health information
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What is HIPAA?

law on August 21,
1996, by President Bill
Clinton.

e The Department of
Health and Human
Services (DHHS)
administers the Act.




What is HIPAA?

they change or lose their jobs
— reduce healthcare fraud and abuse

— guarantee security and privacy of healthcare
Information

— enforce standards for health information

— set standards for electronic data interchange
transactions.



Why Should | Know about HIPAA?
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protect mv patients.

 For me as an employee, it protects the
privacy and security of my health care
Information and that of my coworkers.

e For me as a supervisor, HIPAA outlines
my responsibilities and boundaries
related to healthcare information.




Why is HIPAA Needed?

— Allowed greater access to protected health
Information (PHI)

— Increased use of electronic transmission of
patient data

— Increased possibility of fraud related to
electronic storage and transmission of data



Why is HIPAA Needed?

For Example ...

1998 after his employer learned from hIS
Insurance company that he had sought
treatment for a drinking problem.




Why is HIPAA Needed?
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worker and publlshed by a
newspaper without his
permission.

Tammy Wynette’s medical
records were sold to National
Enquirer by a hospital
employee for $2,610.




Why Comply with HIPAA?

data kept safe
and secure.

o Civil fines include: - $100 per person per
violation - up to $25,000/year



Why Comply with HIPAA?
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5 years in jail for
obtaining PHI with
Intent to sell, use for
personal gain or to
cause material harm
- Up to $250,000 and 10 years in jail for

obtaining PHI with intent to sell, transfer,

use for personal gain or cause material harm




Enforcement of HIPAA

(OCR), which is an agency within the U.S.
Department of Health and Human Services
(DHHS).

e The OCR or DHHS will not randomly inspect
covered entities for compliance.



Enforcement of HIPAA
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e
OCR recelves a
legitimate complaint
from a consumer. The
iIndividual, supervisor
and agency can all be
held liable.

 Current state laws remain In force that are
more stringent in the area of privacy and
security of personal information than the
standards found in HIPAA.



Enforcement of HIPAA at ACC

Process.

The Sanctions Officer will involve an employee’s
supervisor or the student’s faculty member in the
discipline process should a serious breach of HIPAA
be identified.

Termination of the student’s status in a program or of
the employee’s employment status could result if it Is
established that a student or employee of ACC has
committed a serious breach of HIPAA regulations.



Who Is Covered by HIPAA?

« Entities that furnish, bill, or
are paid for healthcare services

In the normal course of business
(healthcare plans)

e Entities that transmit health
Information in electronic form in
connection with specific
transactions (healthcare vendors or
clearinghouses, etc.)




Who Is Covered by HIPAA?
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covered entity based on the following ...

 Business Associate: person/entity to
whom the clinical agency discloses PHI, for
example, students in ACC courses who
have access to PHI in the clinical setting



Who Is Covered by HIPAA?

both a Business Associate and a prlmary covered
entity, for example, an educational institution that
places students in clinical settings, provides
healthcare services to the community (i.e., the
ACC Dental Hygiene Clinic), and/or manages staff
PHI (i.e., the management of insurance benefits
by Human Resources staff)



When Do We Have to Comply

with HIPAA Regulations?

™

U \J C

reguirements

e April 2004 — must be in compliance with Privacy
Rule

o April 2005 — must be in compliance with Security
Rule

« Business Associates — must comply with all
requirements when requested by covered entity



3 Major Focus Areas of HIPAA
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Focuses on establishing
national privacy and
security standards for
electronic healthcare
transactions and national
identifiers for providers,
health plans, and employers




3 Major Focus Areas of HIPAA

technlcal safeguards that keep patient

Information safe



3 Major Focus Areas of HIPAA

Focuses on deflnlng boundarles for
medical record use and release, penalties
for misuse of patient information,
appropriate and inappropriate disclosures
of information, and appropriate access for
iInformation about self




What I1s Protected Health

Information (PHI)?
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orally, in written form, or through other
media and is “individually identifiable”
about an individual’s past, present, and
future, including information about:

—physical and mental health of a patient
—provision of healthcare to the patient
—payment for the patient’s healthcare




What I1s Protected

Health Information?

_
o

OO =" Fcalhiirc-Sorit
Social Security delivery
number Diagnosis,
Address treatment,
Phone number medication
Patient account Photo or other
number identifiable image

E-mail address Lab results, etc...

Basically ...any health related information that can be
traced back to the individual!



What I1s Protected Health

Information (PHI)?

Employee health information is not
subject to the Texas Open Records
Act and may not be released to the
public.



Use and Disclosure

information (i. e in the clinical envwonment or
within a specific department of the college)

Disclosure — Release or transfer of PHI,
providing access to or divulging PHI in any
other manner outside the entity holding the
Information (i.e., outside the clinical
environment or from an ACC department to
the greater college or to a source outside the
college)



De-identified PHI Is...
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e Health information that does not identify an
iIndividual, and with respect to which there is no
reasonable basis to believe that the information can
be used to identify an individual, is not individually
identifiable health information.

« De-identified information may be disclosed for
certain purposes (I.e., educational purposes).



De-identified PHI
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Name Certificate/license numbers
Address/city/county/ Vehicle identification
precinct/zip code numbers
Date. of_b|rth . Device identifiers and serial
Admission date/discharge numbers
el URLS/IP add
Date of death _ ATl r_esses.
Telephone numbers/fax Finger and voice prints
numbers, email address Full face photographic
Social Security number images and any
Medical record number comparable images
Account numbers Unigue identifying number,

characteristic or code.



Minimum Necessary Rule

accompllsh a necessary J'o /task?treatment
healthcare operations and payment)

*Based on the role/task of the person involved in
handling the PHI (i.e., the student in a clinical
rotation)

Note: If it Is not within the employee’s job description
and/or regular job duties (i.e., supervisors, faculty,
etc.) to have access to PHI of any kind, then that
employee should not have access to or handle such
PHI.



Minimum Necessary Rule
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- No identifiable data may be removed from any
assigned clinical placement area.
« Only that information needed to meet patient

care and learning needs should be used by the
student in the clinical setting.

* Does not apply to disclosures...
— required by law

— to the individual, or pursuant to an authorization by
Individual allowing disclosure

— for treatment purposes in which limiting information
may impede treatment




Minimum Necessary Rule

The collection of information not necessary for
the administration of requests as outlined

above, even by a supervisor, Is a potential
breach of HIPAA.

Documents related to the health information of
employees should be maintained by HR

Benefits, unless otherwise secured by the
supervisor.



Protecting Access to PHI -

Things to Consider ...
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etc.), what (type of mfo) when

o Storage: how (paper and electronic), where
(filing systems, PDAs, laptops, networks, etc.)

 Disclosure: who, what, when, how (verbal, fax,
e-mail, etc.)

e Disposal/destruction: how, when, who (notes
made during clinical practice; employee
Insurance support information)



Oral Communications are PHI

ealth information in all forms,
Including electronic, written, oral, and
any other.

 Coverage of spoken protected health
Information ensures that this
Information retains protections when
discussed or read aloud from a
computer screen or written document.



Oral Communications are PHI

prohibit providers from talking to each
other and to their patients.

* Provisions require implementation of
reasonable safeguards that reflect
particular circumstances.



Email Guidelines

end of outgoing email messages.
For example:

“This message may contain confidential and/or
privileged information. If you are not the intended
recipient or have received this message In error,
please notify the sender immediately and destroy
this message.”



Email Guidelines

e Once sent, emalil cannot be “unsent.”

« ACC faculty and staff should communicate
only via their ACC email addresses for
college related business.

 ItiIs best to reply to incoming emalil rather
than risk typing incorrect email addresses.



Faxes - Another Example of PHI

« Faxes will be allowed only under the
supervision of the instructor, and only when
absolutely necessary.

 When a fax Is used, a privacy statement must
be placed on the cover page, and the sender
must ensure that the receiver expects the fax
and Is ready to receive the fax securely.



Consent for Release

disclosure of PHI, as long as that
use/disclosure follows the minimum
necessary rule.

e A consent can be put in place if an
Individual wants to limit the use of their
PHI more than the HIPAA standards allow.



How HIPAA Applies to Education
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and/or has access to PHI (within the clinical
environment, as well as associated activities outside the
clinical environment).

* |n the course of education, a patient’s PHI (including
photos/images) must not be disclosed or used in any
way without the patient’s authorization/consent.

 Reasonable Effort must be made to ensure that only de-
identifying PHI is used for educational purposes.



... the removal of a student from a course or
program

... disciplinary action for an employee, up to
and Including dismissal

...depending upon the seriousness of the
breach



In General, Students Need To ...

e Sign the ACC HIPAA Acknowledgement.

* Ensure that reasonable effort is being used to
orevent misuse of PHI.

e Report to the faculty member/instructor any
oreaches in HIPAA rules they observe or
participate in (intentionally or unintentionally).

e Ensure disclosure of only de-identified PHI.




Responsibilities of All ACC Employees

(Faculty and Staff Members)

- - -

— Respecting the rights of patients, students,
and employees with regard to privacy

— Supporting the clinical agency’s privacy
policies

— Refraining from the collection and/or
distribution of PHI from other ACC

employees/students when not absolutely
necessary to their ACC role



Responsibilities of All ACC Employees

(Faculty and Staff Members)

HIPAA Iaw and compllance regulatlons
— Staff, students, patients

 Must be an enforcer of HIPAA regulations
— Enforce clinical agency’s policies
— Adhere to student discipline requirements

— Follow through on breaches by reporting them to
supervisor and HIPAA Privacy Officer



Sroceed to Post-Te

Leave this PowerPoint window open, so that
you may refer back it its content while
completing the Post-Test.



